
 
 
 
 
 
 
 
 
 
 
 
 
 

Hacking the IT Cube: 
 
 

The Information Technology Department 
Survival Guide  

 
 
 

By Douglas Chick 
 



README.TXT 1 
 
Chapter 1:  
Information Technologies 101
 
A Word About Computer People 4 
Preparing for a Career in Computers 5 
Obtaining a Job without Experience 8 
Overlooking Inexperience 9 
Degree verses Computer Certifications 12 
How much do Computer People Make 14 
Salaried Position 16 
Can I quit my job, go to a certification boot camp and make  
70K in 3 months 17 
Certification Resources 19 
Typing Skills 20 

  
 

Chapter 2: 
When Looking for a Job 
  
What to Expect When Looking for a Job    23 
Recruiters, Headhunters, Contractors, and Agencies  23 
Working for a Start-up      25 
Don’t Be Fooled By Job Vultures     27 
When Have You Sent Enough Resumes 28 
Correct Contact Person 29 
Discovering Jobs Through Word of Mouth 30 
Job Relocation   31 
Your Interview Clothes 32 
Writing a Resume 33 
Sample Cover Letter 35 
Writing Your Resume – with work experience 37 
Listing Hobbies and Interests on a Resume   39 
Sample Resume – with job experience    40 
Writing Your Resume – without work experience   42 
Posting Your Resume 43 
Cramming for an Interview 45 
Arriving on Time 45 
Shaking Hands Firmly? 46



Listening to the Interviewer 46
Looking the Interviewer in the Eyes 46 
Learning from Job Interviews 47 
Don’t Over Answer Questions 48 
Being Positive  
Negative Image  
When to Talk About Money and Benefits 49 
Closing the Interview   
After the Interview 50 
Writing a Thank You Letter  
Temp Workers 
Worrying about all the Things that can go wrong during   
an Interview (or Do Overs) 51 
The Right Fit  
Settling for a Lesser Position 52 
10 Helpful Tips on Lying Your Way Though an Interview 53 
Symptoms Related to Lying During a Job Interview 55 
 
 

Chapter 3:  
Positions in an IT Department 
 
IT Position Introduction 57 
 
Helpdesk Phone Support 58 
 Terms and Comprehension * 61 
Helpdesk Technician 64 
 Helpdesk Queue  
 Helpdesk Software 65 
 Education  
 Associated Skills 66 
 The Blame Game 67 
 The Magic of Reboot * 68 
Network Analyst 72 
 Duties assigned to a network analyst:     
 Education         
 Associated Skills      73 
Network Administrator 76 
 Education and Certifications 77 
 Associated Skills  
 What you should already Know 79 

 My New Network Administrator *    85 



Network Engineer 91 
 Education and Certifications  
 Associated Skills  
Network Security Administrator 93 
 Education and Certifications 
 Associated Skills 93 
Database Administrators 96 
 Education and Certifications  
 Associated Skills 
Webmaster 98 
 Education and Certifications  
 Associated Skills  
Programmers 99 
 Education and Certifications  
 Associated Skills 100 
IT Consultants 
Programmers 
IT Consultants 
Director of Information Technology 101 
 Education and Certifications 
 Associated Skills 
Chief Information Officer 103 
 
 
Chapter 4: 
Hack / Anti Hacking Tools and Methods 
 
Hack / Anti Hacking Tools 105 
Hiding in Windows Registry 105 
Finding The Hidden Process 107 
 Fport        
 PSTools       108 
 Tlist       109 
 Tasklist        
Process Killers 112 
 PsKill.exe 
 Kill.exe 
 TaskKill.exe 
Network Analyzers 113 
 Commview  

  Ethereal 114
  



 EtterCap 114
  Snort  115 
  WinDump / TCPDump  
  Dsniff  

Scanning Tools 116 
 NMap  
 Sam Spade  117
 NetScanTools Pro  
 SuperScan  
 NetCat 118 
Wireless Scanners 118 
 Network Stumbler 
 Ethereal  
 AirSnort 119 
Networking Tools for the Professional 120 
 Ping  
 Trace Route 121 
 Telnet  
 NSLOOKUP 
 WhoIS  
 Netstat  
 Nbtstat  
Vulnerability Assessments / Penetration Testing 122 

Nessus 
Microsoft Assessment Tools 
N-Slalker 
GFI LANguard 

Password Recovery      123 
Command Line Utilities 124 
Windows Command 125 
Linux Command 126 
What to know about viruses 132 
Computer and Network “Security” 135 
 Firewalls 136 
Common Attacks  140 
 Denial-of-Service 
 Buffer Overflows  
 Data Diddling 
 E-mail Spoofing 
 Mail Spamming 
 Worms / Virus Attacks 
 Logic Bombs 
 Password Cracking 142 



E=mailSpam2 143 
 Open Relay Exploit 
 How to test for open relay  
 Buffer Overflow Spam 145 
Advanced Google Searches (Google Hacking) 146 
 
 

Chapter 5:  
Managing Your Network and Server Room 
 
Learning Under Fire or Submersion Learning   153 
Know The Server Room      156 
 The Demarc  
 CSU /DSU        
 Routers 
 Hubs 
 Switches        
 Patch Panel        
 UPS        
Know Your Servers      160

 Database Servers 
 File and Print Servers      
 Time Clock Server 
 DHCP Server      162 
 E-mail Servers       
 DNS Server 
 Web Servers       
 FTP Servers 
What Server Operating Systems Should I Know   165 

 Rebooting the Server      166  
 Passwords       167 

What To Do When a Server Crashes    168 
 Differential      

 Incremental   
 Full backup 



The Recommended Back Up Strategies    171 
 Tape backups  
 Hard drive backups 
 Monthly backups 
 Other types of tape rotations 
Troubleshooting Tips:      173 
Upgrades     175 
 

 
Chapter 6: 
Managing an IT Department 
 
From Tech to Manager 177 
Being an IT Manager 178 
 Manager / Executive 
 Pagers / Cell Phones / Laptops 179 
 Company Politics 180

 Purchasing Computer Product 182 
Specialist and Generalist     183 
A Job 24 / 7       185  
Over-Clockers       186 
IT Ethics       187 
Confidential Disclosure Agreement    189 
Writing Network and Internet Policy    192 
Software Licenses      193 
Proprietary Software       
Suggesting New Technology     195 
Being Good at Prioritizing 
The Politics of Getting What You Need    198 
The Computer Person Before You    201 
Working Without Supervision     202 
Working in a Team Environment  
Training Yourself and Your Staff     204 
Communication Skills      206 
 



Chapter 7:  
Bitter Facts from Experiences  
 
Keeping a Messy Office    208 
A Word About Computer Part Magazines   209 
User’s Computer Desk Clutter    211 
Cleaning Keyboard and Fans     
What You Need to Know About Computer End Users * 213 
The Differences Between End-users and  
African Mountain Gorilla *    216 
Why do end-users call their computers modems? *  218 
End-user Soup *     220 
Eating Habits of the Office Worker *   223 
Computer Users Mating Habits *     
Repairing Home Computers    224 
Working with Outside Consultants   225 
Job Stasis      226 
Most Common Mistakes made by th3  
Computer Department     227 
Who has the Power     230 
Taking the Emotion out of “IT”    231 
Birthday Cake Day     232 
The Internet is a Living Body*    233 
10 Signs that you might be a Geek *   234 
Meetings      235 
Performance Anxiety      
 
 
Appendix A 
 
Cabling      236 
Bulk Cable 
Different Categories of CAT Cable   237 
Unshielded Twisted Pair (UTP)     238 
Shielded Twisted Pair (STP) 
Screened Twisted Pair      239 
Standard Ethernet Patch Cable 
RJ-45 Connector 
Crossover Cable      240 
Coaxial Cable       241 
Thicknet       242 
Thinnet 



Fiber Optic      242 
 
Appendix B 
 
Computer Terms and Definitions     244 
 
 
 
 


	Chapter 2: 
	When Looking for a Job 
	When Have You Sent Enough Resumes 28 
	Correct Contact Person 29 
	Discovering Jobs Through Word of Mouth 30 
	Job Relocation   31 
	Your Interview Clothes 32 
	Writing a Resume 33 
	Sample Cover Letter 35 
	Writing Your Resume – with work experience 37 
	Posting Your Resume 43 
	Cramming for an Interview 45 
	Arriving on Time 45 
	Listening to the Interviewer 46  
	Looking the Interviewer in the Eyes 46 
	Learning from Job Interviews 47 
	When to Talk About Money and Benefits 49 
	Closing the Interview   
	Temp Workers   
	The Right Fit  
	10 Helpful Tips on Lying Your Way Though an Interview 53 
	Positions in an IT Department 
	Network Analyst 72 


	Network Administrator 76 
	Director of Information Technology 101 
	Chief Information Officer 103 
	Hack / Anti Hacking Tools and Methods 
	Hack / Anti Hacking Tools 105 
	Hiding in Windows Registry 105 
	Finding The Hidden Process 107 
	Vulnerability Assessments / Penetration Testing 122 

	What Server Operating Systems Should I Know   165 



	Standard Ethernet Patch Cable 


